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Unlock the Power of Multisite Traffic Monitoring  
 

Your network spans multiple locations, and you can't afford any blind spots. That's why complete visibility across all sites is essential. 
Our multisite analytics solution simplifies managing a dispersed network by providing clear insights and quickly resolving service 
availability issues. With a unified dashboard, you can monitor, analyze, and protect your entire network, no matter the size.  

Get powerful security with intuitive, easy-to-read dashboards that deliver actionable intelligence before, during, and after a DDoS 
attack—without needing specialized expertise. Plus, traffic data is stored for as long as you need, enabling you to identify trends, 
respond to threats faster, and keep services running smoothly. 
 

 
     

SecureWatch Analytics is included as a key component of Corero’s SmartWall ONE™ 
real-time, automatic, DDoS defense solutions. It transforms DDoS tailored security 
feeds from SmartWall ONE deployments into autonomic defense actions and 
dashboards of actionable security intelligence, exposing: 

1. Volumetric DDoS – reflection, amplification, & flooding attacks 

2. Under the radar non-saturating attacks 

3. Targeted resource exhaustion attacks 

4. Victim servers, ports, and services 

5. Malicious IP addresses and botnets 

 

Empowered by this enhanced visibility, organizations can utilize SecureWatch 
Analytics as a single pane of glass to visualize DDoS attacks and help ensure 
uninterrupted business continuity for their Internet facing services. 

 

 

 

Benefits That Make Business 
Sense 

 

Optimize Network Resources: 

Leverage detailed traffic and geographic reports 
to efficiently manage network traffic, reduce costs, 
and plan intelligently for future growth.  

 
 

Fuel Business Expansion 

Unlock insights from our built-in traffic reports to 
streamline the provisioning, delivery, and 
maintenance of new services—boosting customer 
satisfaction and driving business growth.  

 
 

Minimize Downtime 

Stay ahead of potential disruptions by proactively 
detecting threats like misconfigurations, DDoS 
attacks, or sudden traffic spikes. Our real-time 
analytics portal lets you respond quickly and 
mitigate risks before they impact your service 
availability.  
 

  

 

SECUREWATCH 
® 

ANALYTICS 
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Key Service Benefits 

 

 

 
 
Monitor and Optimize Traffic Across 
Multiple Locations 
Get a complete view of traffic patterns 
across all your geographical locations. This 
allows you to monitor network 
performance and ensure smooth, 
uninterrupted operations wherever you’re 
located. 
 

 

 
 
Prioritize High-Traffic Areas for 
Efficiency 
Easily identify which sites are experiencing 
the most traffic, so you can allocate 
resources efficiently and focus your 
attention where it's needed most. 
 

 

 
 
Make Confident, Data-Driven Decisions 
Empower your team with detailed traffic 
analysis tools. Whether you're focusing on 
specific assets or identifying trends across 
multiple locations, real-time data helps 
you detect anomalies, spot potential 
threats, and make informed decisions that 
enhance security and network 
performance. 
 

 

 
 
Forensic-Level Insights into DDoS 
Attacks 
Stay ahead of potential threats with 
forensic-level visibility before, during, and 
after DDoS events. Our intuitive 
dashboards provide clear, actionable 
insights that help you quickly troubleshoot 
and respond to attacks. 
 

 

 
 
Stay Ahead with Comprehensive, Real-
Time Monitoring 
Get real-time visibility into your network's 
DDoS activity from a single dashboard. 
Whether you're viewing the overall 
network health or drilling down into 
individual site data, you’ll have the 
information you need to respond swiftly 
and effectively. 
 

 

 
 
Detailed Breakdown of Threats 
Easily drill down into attack specifics—
right down to the IP address, protocol, or 
port—enabling faster, more targeted 
responses to any threat. 
 

 

 

 
Multi-User NOC/SOC Dashboards 
 
SecureWatch Analytics (SWA) is accessible from 
any browser, providing real-time and historical 
dashboard views that give a clear summary of 
network and DDoS activity. Analysts can view 
data at a specific site level or across multiple 
locations for a consolidated security overview. 
SWA helps analysts quickly assess the size, 
profile, and specific attack vectors in real-time, 
offering a complete, "single-pane-of-glass" 
view of system health and protection status. 
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Drill Down on Attacks 
 
SecureWatch Analytics presents a detailed statistical view 
of inbound traffic using IP sFlow samples from SmartWall 
ONE DDoS protection solution. Reports cover key 
metrics like source and destination IPs, ports, protocols, 
TTL (time-to-live), packet lengths, and fragments. These 
insights provide valuable data to help refine security 
policies and optimize network performance when 
needed. 

 

 

 

 
Detailed Traffic Statistics 

 

It is critical to know the details when you are under attack. SecureWatch Analytics gives you the ability to immediately drill down to 
see the offending addresses, ports, protocols and other key insight into the attackers targeting your infrastructure. These can then 
easily be reported on or incorporated into ACLs and blacklists to permanently or temporarily block access for devices with no 
legitimate reason to be accessing your network.  
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Packet-Level Forensics 

 

SecureWatch Analytics archives security event data down to the power distribution unit (PDU) level, enabling forensic analysis of 
ongoing and past threats for greater intelligence and compliance reporting on security activity. Authorized Users can analyze event 
data based on preset timescales (e.g., last day, week, or month) or select a very specific timeframe when investigating past events, 
for example.  

 

 

 

Events include all the metadata extracted by the SmartWall ONE system as well as the first 200 bytes of the packet which the attack 
comprised of. In addition, PDU data from security and sFlow events can be extracted to a file for import to third-party applications, 
such as Wireshark for further forensic analysis. 

 

 
Open Integration 

 

SecureWatch Analytics (SWA) leverages the APIs and JSON formatted syslog event feeds of SmartWall ONE’s open architecture to 
deliver forensic-level attack analysis and closed-loop autonomic protection. It is built on top of a self-contained Splunk instance, 
which is included with every SmartWall ONE solution, to deliver its powerful, flexible and easily customizable attack analysis and 
reporting. 

Users with their own Splunk Enterprise instance can leverage that directly by running the SWA application on it and consuming the 
SmartWall ONE feeds directly. Users with a SIEM or other security platform can directly consume the SmartWall ONE JSON 
formatted syslog feed which delivers all the same detailed information which is available from SWA.  
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Technical Specifications 

 

Management  

Web-Based GUI Programmatic API Secure Authentication 

HTTPS Access through Portal Login Page JSON-Based REST Role-Based Access via LDAP 

Physical Environmental   

Hypervisors Minimum Requirements  

KVM running on Red Hat Enterprise 
Linux 7+, CentOS, Ubuntu 20.04+, 
Debian 11+, Rocky 9+ or Alma 9+ 
VMware ESXi 7+ 

8 Cores, 32GB Memory, 310GB Disk  

 

 

Learn more About SecureWatch Analytics 

SecureWatch Analytics was developed with the deep security experience and knowledge of Corero’s security analysts that deliver 
our market leading SecureWatch service. SecureWatch Managed is a comprehensive suite of DDoS configuration optimization, 
monitoring and response services. As a trusted advisor, Corero extends this security expertise to our customers and partners to 
better defend against cyber-crime. 

 

About Corero Network Security 

Corero Network Security leads in adaptive, cost-effective DDoS protection, ensuring uninterrupted availability for critical online 
services. Unlike conventional approaches, our software-defined solution mitigates threats in real-time directly in the data path, using 
high-speed processing and predictive automation, validated by a 24x7 SOC. With flexible hybrid deployment options, Corero offers 
superior protection at lower costs without extensive technical expertise. Our real-time threat intelligence and proactive mitigation 
provide unparalleled visibility and security, allowing businesses to focus on their core operations. 
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