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Purpose: The Top Layer TopResponse team informs customatstisting
IPS 5500 security features provide proactive pta@r@gainst the Microsoft
SMB Client Message SizeVulnerability (MS10-020, GR&L0-0477).

Top Layer Products: IPS 5500 v4.X and higher.

Vulnerable Infrastructure: Microsoft Windows 7 for 32-bit and x64-based
Systems, Microsoft Windows Server 2008 for 32-lygt8ms and Windows
Server 2008 for 32-bit Systems SP2, Microsoft Wimsl&erver 2008 for x64-
based Systems and Windows Server 2008 for x64-tpsdms SP2, and
Windows Server 2008 R2 for x64-based Systems.

Alert Type: Critical Vulnerability
Risk Assessment: Critical

Threat Impact: Remotely exploitable vulnerability that could all@an attacker
to control vulnerable systems

Advisory | mpact: Prevention

Summary: Microsoft Windows Server Message Block (SMB) isla $haring
protocol used by default. Version 2.0 of SMB isyoslipported on Microsoft
Windows Vista, Windows Server 2008 and Windows ITe Vulnerability can
be exploited by a malicious SMB server or man-ieHthiddle attack. By
enticing the victim to mount files from the malio® SMB server, the attacker
can send a specially crafted SMB response to execbttrary code on the
system. The IPS 5500 provides proactive protedtiothis vulnerability.

Recommended Action: Top Layer recommends the following actions:

Ensure that the rule tin-005031, “PROTO: CIFS Rrokdrror”, is enabled in
the IPS Rule Set that is used to inspect traffit 8&your Microsoft systems
that have the SMBV2 service enabled. The ruleriseatly enabled in the
“Recommended Client Protection” and “Recommendeadesd’rotection”
IPS Rule Sets.
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References. Use the following sources for additional infornaati

Additional L ocation
I nfor mation
Top Layer ,
Support http://www.toplayer .com/suppor t
M |cr_osoft http://www.micr osoft.com/technet/security/Bulletin/M S10-020.mspx
Advisory
M '”‘? CVE http://www.cve.mitr e.or g/cgi-bin/cvename.cqi ?name=CV E-2010-0477
Advisory

Relevant TLN Rules: tin-005031
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